Android Enterprise Enrollment Instructions
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Step 1: Prepare Your Android Device to Run Mobile Enrollment

Verify the operating system on your device is supported

Please visit the mobile solutions website here to confirm your operation system s currently supported.

Manufacturers officially supported: Samsung phones

First swipe up on the home screen.
Then tap the Settingsicon.

Scroll down and tap About phone.
Scroll down and tap Software information.

Settings

AuvdIILEU IEdles

y Device care

Apps

General management

Accessibility

System updates

Help

About phone

Moo ca@e ® 87%8

< About phone Q

3590 3208 2881 111

REV1.0

Icon glossary

Status

Legal information

Software information

Battery information

Looking for something else?

Reset
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https://mskcc.sharepoint.com/sites/pub-Td/SitePages/Mobile.aspx

Step 1: Prepare Your Android Device to Run Mobile Enrollment

1100 C @B T M 8T%E

The current version is listed next to Android version.

< Software information

If your version is not supported as per our site. One Ul version
Android version
See the Appendix section for steps to update to the supported version

Baseband version

before continuing.

Kernel version
Build number
SE for Android status

Knox version

Service provider SW ver.

Set up a device passcode

Setting up a device passcode automatically enables data protection (encryption) and is required before
using MSK Mobile. Follow the steps below to set up a passcode if you haven’t done so.

Swipe up on the home screen.
Then select the Settings app.
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Step 1: Prepare Your Android Device to Run Mobile Enrollment

Scroll down and tap, Lockscreen.

Not tap, Screen lock type.

Select PIN.

Enter a 6-digit PIN and tap Continue.

Confirm PIN and tap OK.

1:00 ¢ @ B ®

Settings
«) Sounds and vibration
@ Notifications

Display

Wallpapers and themes
allpaper I

~E

4 B7%m

-

Lock screen

@ Biometrics and security

Accounts and backup
p and resto

Nnoca@e %

< Screen lock type
Swipe

Pattern

Password
High secur

None

Biometrics

Face
Iris

Fingerprints

4B87%0

nonc@s T a87%0

< Lock screen Q

lock type

Always On Display Y
Tap 1o show «
Clock style

Roaming clock O

on

FaceWidgets

Notifications O

On
About Lock screen

Looking for something else?
] o) <

noc@e TC4B87%0

Set PIN

Remember this PIN. If you forget it, you'll need
to reset your phone and all data will be erased

Tap Continue when finished.

Cancel

a 0 + Done

] (e} v
Mno1ec@e T 487%0

Set PIN

Remember this PIN. If you forget it, you'll need
to reset your phone and all data will be erased

Enter the PIN again to confirm it

Cancel

+ Done

1l @] v
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Step 1: Prepare Your Android Device to Run Mobile Enrollment

Encrypt your device

Swipe up on the home screen.

Then tap the Settingsicon.

Scroll down and tap Biometrics and security.

Scroll down and tap Secure startup.

Tap Require PIN when phoneturns on and Apply.

Enter your device passcode and tap NEXT.

Settings Q e

Biometrics and security

Accounts and backup

G Google
Advanced features

Device care

Apps

General management
Arraceihility

N3 C @ (8750

< Secure startup

You can further protect this phone by

requiring your PIN to be

You will nc

or notification ms

until the phor tarted up.

If you forget your PIN, you won't be able to
access or recover any of your personal data
stored on this phone. You also won't be able
1o unlock your phone using Find My Mobile.

< Biometrics and security

Q

Secure startup

| ® Require PIN when phone turns on

Do not require

Apply

Encrypt SD card

Other security settings

vacy

Location

App permissions

Permission usage monitor
Send diagnostic data
Lookina for somethina else?

cEr

Set PIN

«

Remember this PIN. If you forget it, you'll need

10 reset your phone and all data will be erased

Cancel

(e}l Wooll WS N M b
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Step 2: Register and Enroll Your Device

Register your device to receive an enrollment token email

e Anenrollment token is required before enrolling your device to access your MSK mail account
and other resources.

e Your enrollment token is valid for 5 days. Once it expires, you need to re-register your device to
receive a new enrollment token.

e Eachenrollment token is valid for enrolling a single device. To enroll additional device(s), you
must repeat the steps below.

Log onto the Mobile registration site with your MSK credential.
Currently this site is not supported on Apple MacBook. You can either
access from your MSK VCD or Windows Desktop

username

password

MSKCC.ROOT.MSKCC.ORG

Forgot password?

vmware

On the top navigation Moomce  apps et suppon )
bar select Support.

Helpful Resources My Devices Contact

Helpful Resources
The Spot
Mobility Solutions Help Desk
My Devices
FermanDS iPhone I0S 15.4.0 RGAGVXDHIL FernanDs Android Android 12.0.0

 Enrolled HUBNOSERIAL +  adadeviee
®Enrolied

Contact

A, cahsa6-227-3337 [ email techspot@mskec.org
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https://mskcc.workspaceoneaccess.com/

Step 2: Register and Enroll Your Device

Locate and tap on Add a device. LEED

Helpful Resources

The Spot

Mobility Solutions

My Devices

FemanDs iPhone i0S 15.40 RGAEVXDHSL
@ Envied

Contact

Qo Callessz2r-337

You will have two options. You can generatean
on-screen token or have one emailedto you.

To generate anon-screen code
tap on Generate QR code

Skip to page 11 to continue

ForYou  Support
Helpful Resources My Devices Contact
Wireless
Help Desk
FemanD$ Andreid Android 12.0.0
HUENOSERIAL 4+ Addadevice
Enrolled

[ email techspot@mskecorg

Manage Devices

To add a new device

1. Go to GetWSONE.com on your device and download the app.
2. Use the QR code reader to start registering your device.

Generate QR code

OR

If you do not have your device with you, we can email or send a text message

with instructions for later use.

O Email () Text Message

Manage Devices

To add a new device

1. Go to GetWSONE.com on your device and download the app.

2. Use the QR code reader to start registering your device.

( Generate QR code '

OR

If you do not have your device with you, we can email or send a text message

with instructions for later use.

(O Email () Text Message
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Step 2: Register and Enroll Your Device

To generate a token to be sent to your MSK email. x
Manage Devices
Select the email radio button. o 2k = e device
1. Go to GetWSONE.com on your device and download the app.
Enter your MSK ema |I [Only MSK email iS Supported] 2. Use the QR code reader to start registering your device.
Text Message option is currently not supported o
. . If you do not have your device with you, we can email or send a text message
Sk'p to Eage 11 to continue with instructions for later use.
() Text Message
( username@mskce.org| SEND )
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Step 2: Register and Enroll Your Device

Enroll your device with Workspace ONE Intelligent Hub

On the home screenswipe up and locate the Google

&« intelligent hub Q ¢
Play Store app. ’
0 Ilr'wfeThgen‘\ H:Jb .
Then, searchfor Intelligent Hub andinstall it. &

38% 10M+
5K Dov

o a |
-7

Mware Workspace O

il

You might also like

Locate the newly downloaded Hub app. Fuamate

You will now be given two authentication methods: ° 3 @
QR Code and Email Address. '

Amazon DECO PIC Hub
Seller

Email address o...
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Step 2: Register and Enroll Your Device

Enrollment with QR Code

This is the easiest and preferred enrollment method.

Allow the app to take a picture of the QR code from your enrollment email
and follow on-screen instructions.

Sample QR Code. Do NOT Use!

Tap QRCODE and tap OKwhen prompted to allow
use of the camerato scanthe QR Code.

Then, scanthe code from your enrollment email ‘
under Option 1.

Email address o...

Allow Hub to take pictures and record
video?

While using the app
Only this time

Don't allow

Enrollment with Email Address

Enter your MSK email address

you will be prompted to enter the token code from
your enrollment email to proceed. Option 2

Email address or s...
1sername@mskcc @
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Step 2: Register and Enroll Your Device

Determine whether the device being enrolled is
MSK owned or Personal and select accordingly

When selecting Corporate Owned [MSK owned] you
may be askedif this is a shared device. At this point
select Corporate - Dedicated.

Review the Terms and Conditions and tap Accept.

Review the privacy settings and tap | Understand.

Review the data sharing settings andtap | Agree.

Now we are ready to set up your work profile.
Tap, Agree.

Ownership

Additional information
is required to provide
you with access to
productivity apps and
other resources.

O Employee Owned

O Corporate Owned

Terms and
Conditions

ezMobile Term of Use

By connecting your
device to MSK, you
understand that:

MSK is using an
application called
Airwatch (ezMobile) to
reduce security risks
associated with
handling business
information on mobile
devices and to provide

you access to
Anvain Innd MO,

ACCEPT

< Data Sharing

abp featdres and function'ality
that will make you even more
productive.

We would like to collect
information about your usage
of our app to better understand

Ownership

Additional information
is required to provide
you with access to
productivity apps and
other resources.

O Employee Owned

Details
Corporate - Shared

Corporate - Dedicated

1241 OWBO &+

Privacy

Your privacy matters.

VMware Workspace ONE
collects information that is
required to provide secure
access to your work data and
applications. Below you will find
an overview of data collected
by Workspace ONE and Hub to
provide optimal performance,
security and support. For
information about how your
company handles information
collected by Workspace ONE,
please contact your company.

For information regarding
the data VMware collects in
connection with your use of

| UNDERSTAND

Setupa
work

how users interact with our apps
and how we can improve the app
experience. We analyze this usage

data in the aggregate and not in

any way that identifies you. You

profile

One device, two
different profiles

can change this setting at any
time.

For information about how
VMware handles your usage data
if you elect to share this data with

VMware, visit
http:// v.vmware.com/help
[privacy.html

Nemelay | AGREE

<

Samsung Knox Privacy Policy.
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Step 2: Register and Enroll Your Device

At this point, your device has been enrolled into
MSK Mobile successfully.

When prompted decide whether you would like a
shortcut to our privacy settings on your phone.

After some time, you will be notified of a
connection request.

Tap, OK. This will be needed to access
MSK resources.

1234867 ax

Memorial Sloan Kettering
Cancer Center

= Outlook

W Or k dO Add to Home screen?
y Touch and hold an icon
or tap Add to add it to the
Home screen.

OneMSK "

Privacy
1x1
Congratulations! You have
successfully enrolled your de...

Cancel

Connection request

Cancel
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Step 3: Access your MSK mailbox

Swipe up on the home screen.
Then on the bottom, tap Work.

Tap the Gmail icon.

Tap Gotit

New in Gmail

All the features you love with a fresh new
look

GOTIT
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Step 3: Access your MSK mailbox

NCcEEE a3 T 482%m

Enter your MSK passwordand tap NEXT.
Gz

@mskcc.org

o

o
112345617 |8})9]0
qgiwjejrjtiyjulijolp
alsjdifiglhlilk}ll

Rz]x]c]vibin|imj™

1l @) N

MNMUECRLEE B O T4 82%8

Tap Review Permissions

d@s
Gmail needs access to this
phone

Your IT admin needs Gmail to access this
phone. You'll need to review and approve

permissions on the next screen

permissions

o
n O
N@RDCEDE B OX T 482%m

Under Activate device admin app, tap ACTIVATE.

Activate device admin app

[*/1n Gmail

Erase user data
Erase this users data on this phone with

.

Lock the screen
Cantrol how and when the screen locks.

Set screen lock password
ti

Cancel

1 8} <
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Step 3: Access your MSK mailbox

Tap ALLOW when prompted for the below:
e “Allow Gmail to access your contacts?”
e “Allow Gmail to access your calendar?”

@ Allow Gmail to access
~ your contacts?

Allow Gmail to access
your calendar?

Deny Deny

NACcRErp A8 5 482%e

Tap Done. Thentap Next.

Your account is ready to go!

Welcome

Your favorite email has a fresh new
look

Tap OK.

Choose a view

Default | Comfortable ~Compact
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Step 3: Access your MSK mailbox

a@s

1]

Your mailbox should begin syncing. This may take several minutes to
complete before you will have full access toyour mailbox.

B Show 5 folders

©  cmeilesetheyanive | Dismiss

Validation

From your device, send yourself an email and confirm receiving it on your device and in Outlook.
If you encounter any error, please contact the Help Desk at 123-3337 or 646-227-3337.
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Step 4 (Optional): Download and install recommended apps

Itis highly suggestedtodownload and installthe apps listed below from the MSK app catalog to avoid
interruption when accessing various types of email attachments.

RecommendedInstalls Purpose

Adobe Acrobat Reader Required to open PDF attachments

Google Contacts Required to access MSK contacts

Google Photos Required to open photo attachments
Microsoft Excel Required to open Excel attachments
Microsoft PowerPoint Required to open PowerPoint attachments
Microsoft Word Required to open Word attachments

VLC for Android Required to listento voice mail attachments

Swipe up on the home screen.
Then on the bottom, tap Work.

Tap the Hub App

Amazon DECOPIC Hub
Seller
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Step 4 (Optional): Download and install recommended apps

Tap the Apps tab to find applications licensed by MSK for employee use. SRR

Apps

Here you can navigate by categories or search by name on top Recommended

Categories
All Apps
Mobile Apps
Business

Office 365

MSKoffice
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Appendix

How to update your phones operating system

Swipe up on the home screen.

Then tap the Settings app.

Scroll down and tap System updates. . T 6

AuvaliCed Iawies

Device care

Apps

General management

Accessibility

@ System updates

Help

About phone

If an update is available, tap INSTALL NOW. . "s"y::nupdms R
Otherwise, tap Checkfor system updates.

Check for system updates

Show system update history

Use Software Upgrade Assistant

Software updated to GI50USQSEDSI1

November 4, 20

You're all set!
Your phone has been updated
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Appendix

How unenroll your device

Locate and tap the Hub App.

Tap, Support.

Select the device you want to unenroll.

Tap, Enroliment.

Tap, Unenroll Device.

Tap, Unenroll.

006

Amazon DECO PIC Hub

er

Support

Helpful Resources SEE ALL (2)

®  0OneMSK Mobile
Resources

@ Help and Support

My Devices SEE ALL (3)

Current

F
@ Android Androi...
2

F iPhone iOS
15.4.1 RG46VXDHIL
o~ "o

-+ ADD NEW DEVICE
Contact

& Call 646-227-3337

[x]
e
10e@tos - was 4 35%8

Enrolled Server
mskcc.awmdm.com
Enrolled Group ID
HUBService

Username
F

Unenroll device

@tos - o @ X ¥ 004 35%8

Helpful Resources SEE ALL (2)

®  OneMSK Mobile
Resources

©) Help and Support

My Devices SEE ALL (3)
F Current
@ Android Androi...
LI "o
F iPhone i0S

15.4.1 RG4

o~ "o
-+ ADD NEW DEVICE
Contact

& Call 646-227-3337
3

104 - @ ¥ 504 35%8

< Device details

F Android
@ Android 12.0.0 H...
® Enrolled

Your device is
enrolled. You have
access to corporate
resources.

Device Info
G SYNC DEVICE

® Lastseen
March 31, 2022 6:56 AM

Last time your device
checked in with the device
management service.

Device Status

®  Enrollment J

oie@t & - BN T 04 35%8

Are you sure you
want to unenroll t...

Unenrolling device
will remove all the

work apps from your
device.

CANCEL| UNENROLL
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