iPhone InstructionsforiOS 15+
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For further assistance, please contact the MSK Help Desk at 1.646.227.3337.



Step 1. Prepare your iPhone for enrollment

Verify the operating system on your device is supported

Visit the Mobile Solutions website here to confirm that your operation system s currently supported.

Locate the Settings app and
navigate to General > About.

The current version is listed next to Software Version.

Settings.
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Bluetooth On
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@ General
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< Settings General < General About
About ] Name
Software Update [ Software Version 15.4 }
Model Name Phone 13 Pro
AirDrop Model Number MLTT3LL/A
Airklay & Handoff Serial Number RG46VXDHIL
Picture in Picture
CarPlay AppleCare+ Expires: 10/19/23
iPhone Storage Songs
Background App Refresh Videos
Photos 850
Deits&Time Applications 210
keyboard Capacity 128 GE

Fonts —

If your version is not supported, see the Appendix section for steps on how to update to a supported

version before continuing.

For further assistance, please contact the MSK Help Desk at 1.646.227.3337.
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https://mskcc.sharepoint.com/sites/pub-Td/SitePages/Mobile.aspx

Step 1. Prepare your iPhone for enrollment

Set up a device passcode

Setting up a device passcode automatically enables data protection encryption andis required before
using MSK Mobile. Follow the steps below to set up a passcode if you haven’t done so.

Navigate tothe Settingsapp andgo to ey = - &2 et
Touch ID & Passcode or Face ID & Passcode Settings S Dbl
on iPhone X or later model. B General iTunes & App Store
I | Control Center Viallet 3 Appe Pey
If not already configured tap, Turn Passcode On Dlepiay & Brightness Possword Autofl
E Home Screen ,
Accessibility e g
Wallpaper
[ ; Sirt & Search ) Require Attention for Face ID (,a
Face ID & Passcode
Emergency SOS
{®: Exposure Notifications Attention Aware Features O
D Battery
m Privacy ( )
m ADP Shiim—
Enter a six-digit passcode, or tape Passcode Options ™"~ =" ‘% T e
to switchto either Custom Alphanumeric Code,
Custom Numeric Code, or 4-Digit Numeric Code.
. Enter a passcode Verify your new passcode
You will be askedto re-enter your passcode.
010 00 0O © © © © © ©

Passcode Options

1 2 3 1 2 3
4 5 6 04 5 3
7 7 8 9
0 L&) 0 &
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Step 2: Register and Enroll Your Device

Register your device to receive an enrollment token email

¢ Anenrollment token is required before enrolling your device to access your MSK mail account
and other resources.

e Your enroliment token is valid for 5 days. Once it expires, you need to re-register your device to
receive a new enrollment token.

e Eachenrollment token is valid for enrolling a single device. To enroll additional device(s), you
must repeat the steps below.

Log onto the Mobile registrationsite with your MSK credential.

Currently this site is not supported on Apple MacBook. You can either
access from your MSK VCD or Windows Desktop

usemame

password

MSKCC.ROOTMSKCC.ORG

Forgot password?

vimware

On the top navigation bar Moot hps s Suppen )
select Support.

Helpful Resources
Mability Solutions Help Desk
My Devices

FernanDs iPhone i05 1540 RGAGVXDHIL FernanD5 Android Android 12.0.0
® Enralied HUBNOSERIAL +
® Enrolie

Contact

Q,  calleas 2273337 ) Emailtechspot@mskec.org
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https://mskcc.workspaceoneaccess.com/

Step 2: Register and Enroll Your Device

Locate and tap on Add a device. CEED @D B e o

Helpful Resources My Devices Contact

Helpful Resources

My Devices
‘Contact
Q  conessarsm ) emaitechsporomsiccorg
You will have two options. You can generatean x
on-screen token or have one emailed to you. Manage Devices

To add a new device

1. Go to GetWSONE.com on your device and download the app.
2. Use the QR code reader to start registering your device.

Generate QR code

OR

If you do not have your device with you, we can email or send a text message
with instructions for later use.

(O Email (O Text Message

To generate anon-screen code %
tap on Generate QR code Manage Devices

To add a new device

Sklp to page 7 to continue 1. Go to GetWSONE.com on your device and download the app.

2. Use the QR code reader to start registering your device.

( Generate QR code '

OR

If you do not have your device with you, we can email or send a text message
with instructions for later use.

(O Email () Text Message
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Step 2: Register and Enroll Your Device

To generate a token to be sent to your MSK email. x

Manage Devices
Select the email radio button.

To add a new device

1. Go to GetWSONE.com on your device and download the app.
2. Use the QR code reader to start registering your device.

Generate QR code

Enter your MSK email. [Only MSK email is supported)]

Text Message option is currently not supported
OR

If you do not have your device with you, we can email or send a text message

Sklp to Mgﬂ to continue with instructions for later use.
() Text Message
( username@mskcc. mrg\ SEND )
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Step 2: Register and Enroll Your Device

Enroll your device with Workspace ONE Intelligent Hub

Locate the App Store. o419 24 = -
Then, searchfor Intelligent Hub andinstallit. Q 2ppiSiEE : U intelligent hub © Cancel
A | g $ m r‘ |qteuigem Hub. —=
‘;W: WhatsApp  Cash App  Apple Store v dabio ol
ey o, Boer - Workspace O...
Apps Show More " * * * K : » CD

@K MSK App Store
Store

q Wi fel g e Ly (Ul (Y (o] ip

2l Bl [l || (g (hi [ ki Bl

< BB el Bl i [ <
n Web - Workspace ONE

123 @ space go é ***‘* (P

A ¥4 S < QO\’

Then, locate the newly installed Hub app. o -
Once located launch the Hub app. 0

You will now be given two authentication methods: D . =
QR Code and Email Address. 8
. 2

e ClickUp  ProtonMail

(8

s

BedTime Slack Hub

Xy

i 6 19 10
Q @ m Want to see how Hub works?
i Try Hub as a demo user

>

Enrollment with QR Code

This is the easiest and preferred enrollment method.

Allow the app to take a picture of the QR code from your enrollment email
and follow on-screen instructions.

Sample QR Code. Do NOT Use!
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Step 2: Register and Enroll Your Device

Tap QRCODE and tap OKwhen prompted to allow
use of the camera to scanthe QR Code.

Then, scanthe code from your enrollment email
under Option 1.

Enrollment with Email Address

Enter your MSK email address

you will be prompted to enter the token code from
your enrollment email to proceed. Option 2

For further assistance, please contact the MSK Help Desk at 1.646.227.3337.

9:41 il -
L " 4
“Hub" Would Like to Access
the Camera

Hub needs camera access to scan

QR code.
E]
v ub work
9:41 i - 9:41 i -
L " 4
S mskccga.awmdm.com
3DF75Q
= =
Want t ks W w Hub
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Step 2: Register and Enroll Your Device

Determine whether the device being enrolled is
MSK owned or Personal and select accordingly

When selecting No [MSK owned] you may be asked
if this is a shared device. At this point select No.

Review the Terms and Conditions and tap Accept

Review the privacy settings and tap continue.

On the following screentap Download profile.

When prompted to Allow Notifications from the Hub
app, tab Allow. This will be leveraged by MSK to
send global communications.

941 ol T -

Is this your personal device?

A personal device is one that you own,
pay for, and use outside of work.

L ol T -

8

~

Terms and Conditions

Decline

ezMobile Term of Use
By connecting your device to MSK, you
understand that:

MSK is using an application called
Airwatch (ezMobile) to reduce security
risks associated with handling business
information on mobile devices and to
provide you access to download MSK
corporate applications. You will be
required to install Airwatch on your
mobile device if you intend to access
MSK IT services, including email .

Mobile Security Polici
The following policies are tracked and

enforced on all mobile devices
connecting to MSK:

9:41 ol T -

)

Set up your profile

[ @ Download profile i]

@ install profil

For further assistance, please contact the MSK Help Desk at 1.646.227.3337.

9:41 il T -

Is this a shared device?

A shared device is one that may be
used by multiple people.

9:41 il T -

>
We value your privacy

m We may collect

Messages
Keep text messages private.

Personal Email
All of your own accounts are private.

Personal Photos
We do not store nor have access to
your photos.

Continue

9:41 ol T -

Y

~

Set up your profile

“Hub"” Would Like to Send

You Notifications
(1] Notifications may include alerts, 4
sounds, and icon badges. These can =

be configured in Settings
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Step 2: Register and Enroll Your Device

On the following screenselect Allow

Once notified Profile Downloaded tap, Close.

When the notification closes tap,
Tap here whendownloadfinishes.

Let’s install the profile. Tap on Install profile.

When prompted tapon Open the Settings App.

When inside the Settings app locate the
downloaded profile and tap, Profile Downloaded.

9:41 ol T -

Cancel @ nskccqa.awmdm.com sA ()

This website is trying to download a
configuration profile. Do you want to
allow this?

9:41 ol T -

Cancel @ nskccga.awmdm.com A O,

Steps to download profile

1. When prompted to download the profile,
tap on Allow

2. After the download is complete, tap on
Close

Tap here when download finishes

0] ®

Install profile

1. In the Settings app, locate and tap
Profile Downloaded at the top.

2. Select Install to continue
the process.

3. Tap Trust on the Remote
Management pop up.

4. Once the profile is installed, return
to Hub to complete your enroliment.

Open the Settings app

For further assistance, please contact the MSK Help Desk at 1.646.227.3337.

9:41 ol T -

Cancel @ nskccqa.awmdm.com AA ()

@)
= All

Profile Downloaded
Review the profile in Settings app if
you want to install it.

Steps to download profile

1. When prompted to download the profile,
tap on Allow '

2. After the download is lete, on
complete, tap

9:41 il T -

O
Set up your profile

@ Profile downloaded

[e Install profile i]

Download profile again

9:41

ol T -
P
Settings
Q Search U]
Apple ID, iCloud, Media
& Purchases
Start Using iCloud (1]
[ Profile Downloaded ]

Airplane Mode

Wi-Fi munchkin

n Bluetooth On

m Cellular

Personal Hotspot Off

3 notiications
m Sounds & Haptics

Focu:
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Step 2: Register and Enroll Your Device

Enter Passcode Cance

When prompted tap, Install on the upper right.

Cancel Install Profile

Install

When prompted enter your device passcode.

Workspace Services

“awmdm.com

Enter your passcode

OROFOFNONONE)

Device Enroliment Challenge

More Details
Re W fi
Once passcode is accepted. Tap, Install. m
Installing Profile Cancel Warning
Confirm profile installation, tap Install.
@ Workepace Services Installing this profile will allow the
administrator at “https://
Slonvd by sEmdicon mskccga.awmdm.com/DeviceServices/
Verified v/ AppleMDM/Processor.aspx?
z deviceld=cfbde5b9-443f-42d3-81d3-5a
personal data and activate access to work 5¢fb69634b” to remotely manage your
applications and services on your device, iPhone.

Device Enroliment Challenge
The administrator may collect personal

More Details data, add/remove accounts and
restrictions, and install, manage, and list
apps on your iPhone.

Remove Downloaded Profile

—T—

Cancel
When prompted to trust Remote Management. m m
Cancel Warning Install Profile Installed
. Irust.
Once the Profile is Installed. Ta p, Done. Installing this profile will allow the {2] Workspace Services
administrator at "https://
mskcega.awmdm.com/DeviceServices/ P
AppleMDM/Processor.aspx? .
deviceld=cfbde5b9-443f-42d3-81d3-5a A s R
5cfb69634b" to remotely manage your personai dats and activate sccess 1o work
iPhone. applications and services on your device.
Mobile Device Management
The Remote Management Csttificate
dati Do you trust this profile’s source to "
rest enroll your iPhone into remote t More Details
management?
app

cancel E
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Step 2: Register and Enroll Your Device

When prompted to Enter your email password.
Select, Edit Settings. There is no need to enter your
MSK credential.

Tap Install when prompted to install the PingID app.

Do NOT click Cancel or else you will need to perform
additional steps to have mail sync on your device.

At this point, your device has been enrolled into
AirWatch successfully. You should receive an email
as such confirming successful enrollment.

Returnto the Hub app by tapping Hub located on
the upper left hand corner.

Review the Privacy notice and, tap | Understand.

Review the Data Sharing and, tap | Agree.

Profile Installed Done

@ Workspace Services

Slgned by *awmdm.com
Verified v

Description Workspace profile to separate work and
personal data and activate access to work
applications and services on your device.

Enter the password for the
Exchange account
“FernanD5@mskcc.org"”

Mc

¢ Accounts  Exchange Online

Account

B wai )

| Contacts )
= Colendars O
Reminders D)
J
Notes j
Mail Days to Sync
9:41 il T -

Your Privacy Matters.VMware Workspace
ONE collects information to provide secure
access to your work data and applications.
Below you will find an overview of data
collected by Workspace ONE and Hub to
provide optimal performance, security and
support. For information about how your
company handles information collected by
Workspace ONE, please contact your
company.

For information regarding the data VMware
collects in connection with your use of this
application for product improvement and
other analytics purposes, see the Trust &
Assurance Center and VMware's Privacy
Notices.

Contact your company’s IT administrator if

| Understand

For further assistance, please contact the MSK Help Desk at 1.646.227.3337.

21 il -

9:41 ol T -
“hHub.

< Accounts  Exchange Online

EXCHANGE

Account @mskcc.org

= ©
2| Contacts O
= )
i App Installation
+  “mskcc.awmdm.com is about to install
and manage the app *PinglD* from the
App Store.

Your iTunes account will not be D
charged for this app,

Cancel Install
Ma. =

941 ol F -

0

Your profile is now
setup

| Take me to Hub

9:41 ol T -

Data Sharing

A

Want An Even Better App Experience?

Help us improve and develop new app
features and functionality that will make you
even more productive.

We would like to collect information about
your usage of our app, including crash
details, to better understand how users
interact with our apps, how we can improve
the app experience, and how we can better
diagnose and fix issues. We analyze this
data in the aggregate and not in any way
that directly identifies you. If you change
your mind, you can change this setting at
any time.

For information about how VMware handles
your usage data if you elect to share this
data with VMware, visit https://
www.vmware.com/help/privacy.html.
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Step 3: Access your MSK mailbox

Press the Mail app. Then, select the Edit Settings option. There is no need to enter your MSK credential.

Newly introduced withthe release of iOS 15 you will be prompted on your initial launch of the Mail icon
to configure Mail Privacy Protection, select Don’t protect Mail activity & then Continue.

Your mailbox should begin syncing. This may take several minutes to complete before you will have full
access toyour mailbox.

If you press Cancelinstead of Edit Settings when prompted, please follow the steps below:

1. Goto Settings > Mail > Accounts > Exchange Online
2. Select Re-Enter Password
3. The authentication process will begin automatically. There is no need to enter your credential.

For further assistance, please contact the MSK Help Desk at 1.646.227.3337.

Validation

e From your device, sendyourself an emailand confirm receiving it on your device and in Outlook.
e |f you encounter any error, please contact the MSK Help Desk at 1.646.227.3337.
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Appendix

How to update the operating system on your device

Locate the Settings App.
Scroll down and tap on General.

Tap on Software Update

If an update is available, tap Download and Install.
Once download completes, tap Installand enter
your passcode tobegin the update.

Settings

3 Focus
B Screen Time

General

Control Center

>

Display & Brightness
Home Screen
Accessibility
Wallpaper

Siri & Search

Face ID & Passcode
Emergency SOS
Exposure Notifications

Battery

10+ 000@BBARE

{ Back  Software Update

Automatic Updates

A~ 10815.41
Apple Inc.
3135 MB

i0S 15.4.1 includes bug fixes and
security updates for your iPhone and is
recommended for all users.

For information on the security content
of Apple software updates, please visit
this website:
https://support.apple.com/kb/HT20122
2

Learn more

Download and Install

For further assistance, please contact the MSK Help Desk at 1.646.227.3337.

< Settings General

About

[ Software Update

AirDrop
AirPlay & Handoff
Picture in Picture

CarPlay

iPhone Storage

Background App Refresh

Date & Time

Keyboard

Fonts —

Cancel  Enter Passcode

Enter your passcode
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Appendix

How to unenroll a device

Locate the Hub App. P
[
Tap on Support.

om  Saf;

. TrustPoint

@ Signal

BedTime Slack

Select the device you want to unenroll.

Support

Tap, Enroliment.

Tap, Unenroll Device.

Enroliment

Tap, Unenroll.

Helpful Resources
(?)  OneMSK Mobile Resources
Help and Support
My Devices [+]
iPhone iOS
15.41 HOL (.. >
® Envolled
iPhone iOS
15.4.0 INEXM >
@ Enrolled
Android
Android 12.0.0 >
@ Enrolled
® 8 B8 O
MSKoffice Apps For You Support

Mode Managed Device

Server https://mskcc.awmdm.com

Group ID hubservice
Username mskcc\F
[ Unenroll Device
folo} 5
G0 2
MSKotfice Apps For You

For further assistance, please contact the MSK Help Desk at 1.646.227.3337.

Helpful Resources

OneMSK Mobile Resources

(?)  Help and Support

My Devices (+]
iPhone i0S
15.4.1 {DHOL (.. >
@ Enolied
iPhone iOS
15.4.0 FZN6XM >
@ Enrolled
Android
Android 12.0.0 s 3
® encolled
® 8 B
MSKofice Apps For You

Device Details

iPhone iOS
16.4.1 HoL
® Enrolled
Your device is enrolled. You

have access to corporate
resources

Sync Device

LastSeen  Apr 4, 2022 at 10:25 AM

[ Enrollment Enrolled ]
Compliance Compliant
Network Connected

a = =,
? 8 B 0O
MSKofice Apps For You Support

Enroliment

Mode Managed Device
Server https://mskcc.awmdm.com
Group ID hubservice
Username mskcc\F

Unenroll Device
Unenrolling this device will remove all

work apps.
Cancel
Qo B
0 8 (o}
MsKotfice Apps For You Support
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